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API| (Application programming interface)

Cisco Meeting Server can be configured in 3 ways:
- Web interface of call bridge

- MMP via ssh

- API using API tools like PostMan or Poster

- Command are pushed to CMS via API over https:
- Important APl methods we use on CMS are GET, POST, PUT, DELETE

- GET is to fetch status of configuration
- POST is to do new configuration

- PUT is to modify existing configuration.
- DELETE is to Delete configuration

]
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APl Request and Response

GET, POST, PUT, DELETE

#
200 OK, 4xx, 5xx ERROR [ @ ]
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HTTP POST

« Creates new object

POST /api/vl/coSpaces @
Content-Type: application/x-www-form-urlencoded

name=APICoSpace&uri=9000&CalliD=9000

—

200 OK
Location: /api/vl/coSpaces/f11f1c23-ff75-49d1-af8c-384a404f1f26

Filter | || Submit |
| | Name URI user part Secondary URI user part Additional access methods Call ID
[l | APICoSpace 9000 9000

]
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HTTP GET

 Retrieves existing information

« No Content in Body

]
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GET /apllvl/calls HTTP/1.1

200 OK

<’?me version="1.0"?>
<calls total="1">

<call id="527089d6-6581-4331-8417-
971c05¢c9e274">

<name>Sales coSpace</name>
<coSpace>2dcf2b7a-3410-4066-b638-
46273698d469</coSpace>

</call>

</calls>



HTTP PUT

« Modifies existing object

PUT /api/vl/coSpaces/f11f1c23-ff75-49d1-af8c- @
384a404f1f26
Content-Type: application/x-www-form-urlencoded

/_\name:APICoSpace-New

200 OK

Filter | | Submit |

| Name URI user part Secondary URI user part Additional access methods Call ID
[ | APICoSpace-New Q000 9000

]
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HTTP DELETE

 Destroys an object

P ===\
DELETE /api/vl/coSpaces/f11flc23-ff75-49d1-af8c- @
384a404f1f26
200 OK
Name URI user part Call ID

O g
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Postman (Chrome)

I]] Runner Impart Builder

MNi environment
https://172.18.105.244/api

[ Rumner  impoe [} Builder

No emvironment POST hittps:/f172,18.105.244/apifvl fcoSpaces Params end Save
hitps 17218108 244/3pL.

POST hcpsatt1 72,1 805,244/ spiful feoSpaces Params Send Save Authorization @ Headers (1) Body ® Pre-request Script Tests Generate Code
Authorization ®  Headers (1] Body ®  PrerequestScript  Tests Geimem Gl form-data  ® x-wwe-form-urlencoded rar binary
Q e TestCoSpace2
Type Basic Auth e
©Q wi TestCoSpare2@vdepee.acana
) ; T sthorstan neser i v genrsed @ o 8875308

and added a5 a custom header
Bulk Edit
Password ClselChsch Save helper data to request

@ showPassword

— Body  Cookies Headers [10) Tests Status: 200 0K Time: 93 ms

Connection —+ Keep-Alive

— 8l x

Content-Encoding — gzip
M@ Runer  impore [} Builder % senin S @

Date — Fri, 08 &pr 2016 152:33:22 GMT

Mo environmen
itps 17218105, 248/ap. . Keep-Alive — timeout=5, max=11 [l
ot T — — e Location —  fapi/vl/coSpaiibbdeela-blel-440a-b0T4- 7232036348
Authorization @ Headers (1) Body ®  PrerequestScript  Tests Generate Code Server —+ Apache
form-data & swwa-form urlencoded raw [ binary Strict-Transport-Security — max-age=31536000; includeSubDormains
@ nome TestCaSpace?
Transfer-Encoding — chunked
Q v TestCoSpace2@vdepee.acano
[ 8675308 Vary ~ Accept-Encoding
Bulk Edit
X-Frame-Options — DENY
] — - —
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Poster (Firefox)

-
« s 3R
2

> N
 POST ’ PUT l ‘ ’DELETE =
e

Content to Send | Headers | Parameters |

POST on hitps:#172.18.105.244/apiA1/coSpaces

Request

URL: hitps:#172.18.105.244/apifv1/coSpaces

User Auth:  admin LIITTYYTNY) @
Timeout (5): 30 {1

Actions

@ [

File: Browse...

Content Type: textfxml

Content Options: | Base64 Encode] [Body from Paramelersl

name=TestCoSpace&uri=TestCoSpace%40vdepee. acano&calllD=8675309

] -
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Status: 200 OK

Headers:
Date

Server

X-Frame-Options
Strict-Transport-Security
Location

Vary

Content-Enceding
Keep-Alive

Connection

Transfer-Encoding

Fri, 08 Apr 2016 15:28:08 GMT

Apache

DENY

max-age=31536000; includeSubDomains,,
fapiiv1/coSpadgs/01db5c10-6a1a-498f-9636-bad8Ba053a39
Accept-Encoding

g2ip
timeout=5, max=99

Keep-Alive
chunked

Close
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Branding and Customization

-Branding & customization in Cisco Meeting Server is a way to rebrand the end user WebRTC landing page, voice
prompts ,IVRs etc. Enterprises and Service provider can benefit from Branding and customization. They can rebrand the
product interfaces, prompts and introduce it to audience.

-Customization on CMS requires an Option key.

Licenses Types:

No Branding license : Control of the background images and logo on the WebRTC landing page of a single Web
Bridge via the Web Admin Interface.

NOTE**** From 2.3 version, It is not possible to do customization from web interface.

Single brand via API: only a single set of resources can be specified/customised Eg (1 WebRTC page, 1 set of
voice prompts ,1 invitation text etc). These resources are used for all spaces, IVRs and Web Bridges.

Multiple brand via API: Different resources can be used for different Spaces, IVRs and Web Bridges. These
resources can be assigned at the system, tenant, space or IVR level.

]
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Branding and Customization

What is needed?

Web Server is required (Windows server with 11S will be enough)
Create directories on webserver in which all branding files will be placed.
(\wav, jpg, png or archive (e.g. zip) files can be stored
Web server should be reachable from call bridge and there should be no http authentication
enabled.
- We need to download branding files from cisco.com (shown in slide ahead)

WebRTC Client Customization:
We recommend customization of Webrtc client via API

Below fields can be customised:-

SN,

Cisco



Branding and Customization =r=sarssmmme

dudeinlibrary =+ Sharewith +  Mew Folder

. . Name + Date modified Type Size
?
H OW to d 0 We b b rld g e b ran d I n g - ==/ Sign_in_badkground 512/2017 5:45 AM JPEG image 179 KB
i B sign_in_logo 4142017 9:39 AM PG image 107 KB
ces || sign_in_settings.json 962016 G:44 PM JSON File 1KE

Create a “Branding” folder under wwwroot
Zip all webrtc branding files and place the zip file inside Branding folder we just created.
C:\inetpub\wwwroot\Branding

Then we need to run a POST method on /webBridges
We define the location of files under parameter “resourceArchive” = http://10.106.124.200/Branding/webRTC.zip
** There are specific file properties for branding files. Properties of files can be found in below link.

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Customisation/Version-2-2/Cisco-Meeting-Server-2-2-
Customization-quidelines.pdf

POST v hittps://10.106.80.29:445/apifv1 /webBridges/ff3619c1-8f82-44f7-93b7- Fomputer ~ Local Disk (C:) = inetpub = wenwrook = Branding = I
94246b2cd6de
dude inlibrary *  Sharewith =  Mew folder
2 Body @
Mame | Date modified Type

® form-data @ xwww-formurlencoded @ raw @ binary . Call_custamization 12/13(2017 4:08 &M File Folder

~ Invitation_template 11/812016 12:47 AM File Folder

Key Value o= . ivr_custormnization 11/812016 12:45 AM File Folder

I _ webRTC_client I 5/2{2017 5:31 PM File Folder
resourceArchive http://10.106.124.200/Branding/webRTC zip o) webRTC 5/2}2017 5:31 P Compressed (zippe. .

v
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https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Customisation/Version-2-0/Cisco-Meeting-Server-2-0-Customization-guidelines.pdf

Branding and Customization

Colours of “Join Call Pane” can also be changed. This is controlled by .json file.
Upto 4 colour can be used. If not configured correctly, default white background

will be used.

Join call

Sgn in

]
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Branding and Customization

Call Customization

There are 2 types of call customizations:

IVR call customization and Sip call customization (both needs
branding license)

How to do IVR customization

IVR customization enables us to modify the IVR voice prompt which
user hears when call connects to CMS IVR.

Messages shown in the screen shot can be customized. >>>>>>>

IVR background images can also be customised

]
CIsco

Please enter the call D, followed
by the '#'(pound) key.

ivr_id_entry.wav

dialling viaIVR to enter a
specific space

Unable to recognize that call ID.
Please try again.

ivr_id_incorrect_try_again.wav

the incorrect call IDis entered
to join the space

Please try again: this is your last
attempt.

ivr_id_incorrect_final _attempt.wav

two incorrect pins/call ID's
have been entered to join the

space

Unable to recognize that call ID.
Goodbye.

ivr_id_incorrect_goodbye.wav

entering three incorrect call
ID's to join the space

Welcome to a Cisco meeting.

ivr_welcome.wav

joining a space

Unable to connect you. Goodbye.

ivr_timeout,wav

after dialling via IVR and not
entering the call ID, the call
times out

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 19



Branding and Customization

How to do IVR Customization T e
r . Open  Includeinlibrary »  Sharewith v Mew folder
Create a folder named “ivr_customization” at below location - tame - Date modfisd e e
kkop 1 Call_customization 12{13{2017 4:08 &AM File folder
. . wnlnads - Invitation_template : ile Folder
C:\inetpub\wwwroot\Branding TR
| webRTC_client 5/2/2017 5:31 PM File Folder
Custom IVR files can be downloaded from cisco.com. s lvetrre SEROTSALPN  Conpressed Grpe.. 2KD

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-quides-list.html

Place all custom files in the ivr_customization folder. POST v https://10.106.80.29:445/apifv1 fivrBrandingProfiles/9c30afb5-bb2d-4d7d-a778-
4e1bab576d9f

Using API client, create a /ivrBrandingProfiles and specify the Body

® form-data @ x-www-form-urlencoded @ raw @ binary

resourcelLocation = https://10.106.124.200/Branding/ivr customizatio

Key Value

Apply the ivrBrandingPrOfile at SyStem Ievel (gIObal parameter) resourcelocation https://10.106.124.200/Branding/ivr_customiz...

]
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https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html
https://10.106.124.200/Branding/ivr_customization

Branding and Customization

SIP/Lync Call Message Customization

How to customize calls initiated from Sip Endpoints or Lync clients?

There are tons on messages which can be customized. Here are few

mentioned in screenshot. All messages can be seen in url mentioned.

Welcome to a welcome.wav No joining a call

Cisco meeting

1 haven't been timeout.wav No after dialling via an IVR and not entering
able to connect the call id, the call times out

you. Goodbye.

Press "1'to join call_join_confirmation.wav No

the call.

You are joining call_join.wav No

the call now.

Hello. You are call_outgoing_welcome.wav Neo

invited to a

Cisco call

Press '1'to cospace_join_confirmation.wav No calling a phone number from a space
enter the

meeting

https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Customisation/Version-2-2/Cisco-Meeting-Server-2-2-

Customization-quidelines.pdf

SIP Call Branding sample wav files can be downloaded from below link.

https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html

]
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https://www.cisco.com/c/dam/en/us/td/docs/conferencing/ciscoMeetingServer/Customisation/Version-2-0/Cisco-Meeting-Server-2-0-Customization-guidelines.pdf
https://www.cisco.com/c/en/us/support/conferencing/meeting-server/products-programming-reference-guides-list.html

Branding and Customization

How to do sip/lync call customization

Create a folder “Call_customization” at below location and place your wav files in the folder.
C:\inetpub\wwwroot\Branding

Create a /callBrandingProfiles by doing a POST with resourceLocation mentioned.

resourceLocation= https://10.106.124.200/Branding/Invitation template.txt

Zomputer = Local Disk (C:) = inetpub = wwwroot - Branding «

open  Includein library »  Sharewith = Rew Folder

MName “ Date modified Tvpe
. Call_customization : 7 4108 AN File Folder
. Invitation_template 11{8/2016 12:47 AM  File Falder
= . ivr_customization 11/8/2016 12:43 AM File Faolder
POST v https://10.106.80.29:445/api/v1/callBrandingProfiles/3ec71642-d7d8-4aad-a381- ) )
20b25f4320d6 - webRTC_client 5/2/2017 5:31 PM File Falder
) webRTC 5{212017 5:31 PM Caompressed (zippe...

https://10.106.80.29:445/api/v1/callBrandingProfiles/3ec71642-d7d8-4aad-a381-29|

® formdata '@ x-www-form-urlencoded @ raw @ binary

Key Value

resourcelocation https://10.106.124.200/Branding/Invitation_te...

]
CIsco


https://10.106.124.200/Branding/Invitation_template.txt

Branding and Customization

SIP/Lync Call Message Customization

Apply the /callBrandingProfiles to system level.

POST v https2/10.106.80.29:445/apifv1/system/profiles

Authorization @ 2} Body®
O fomdata O xwwwform-urlencoded @ raw .hinary

Key Value

callBrandingProfiles 3ec71642-d7d8-4aad-a381-29b25f43a0d6

]
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Branding and Customization

Customizing the invitation text on CMA clients

CMA users can send out join invitations to other users.

These invitations can be customized and sent out with contact information. We can include webrtc join URLS,

PSTN phone numbers, Space ids etc. in the invitation.

Invitation example below

You're iwwited to loin My OnLing Mesting of lyncadimen space

To join from a PC/Mac, cick here: hiips:i'bharat iptacd, comfinyited sf secrets F0Ss Sl EtSpdl b s e TTEELS

To join from an Andraid Device, click here: hitpsMbharat tptacd comyfinyitgd 47
secrete? DS Ha 0 4R t3ptibSonFradids TTHHSS

Tar join Tram an Apple Device, dewnload the app: hEtgnfitunes apphe com i faps s ana idE30GE 1500 mt=§
After doamlopdeg. then cick, here; Mips/foharet tptach comyfimited f fueeret= 105 HaSd a8t I pthlbie nFrwefiid =77 6655
Reom-Baed Video Syitem, Dial: TTHESS @tptach com

Jabier of Lyne Chent, Dk 776555 E1ptacs. com

1f you are wnabile to dial 2 UR, Dial: 1.1.1.1]
A1 the prampt, Enter: TIEEE5E

vipraagn

CIsco

@ Meeting

Feople

Salgcano space

(O Search My spaces
W ¥ 5p saiacano.csi@acanoSYRsingle.S.c

SPACES

Sai acano
Salacano.space

123456 i= the number w hi

dhruv Dutta

Inwvite Edit

Invite people to the call

Email

Copy invitation

dalacano

Copy weblink




Branding and Customization

Branding Summary:
Make sure IIS is running on windows webserver with no authentication enabled.

Create relevant Branding folders under Default 11S directory (c:\inetpub\wwwroot)

Make sure relevant files are placed correctly in folders. Qs Branding
.. File Home Share View
Check IS manager, all folders should be visible there. »
(&) v 1|4 « Local Disk (C:) » inetpub » wwwroot » Branding v ¢ | Search Br
4 -[@] Sites a -
4 ) Default Web Site W Favorites i Dute modified ype
b -] Acano B Desktop 4. Call_customization 12/08/2015 12.35 File folder
b-( ADPolicyProvider CEP_Kerberos # Downloads 4. Invitation_template 020151235 Filefolder
b4 aspnet. chest 44 Recent places J ivr_customization /0020151310 File folder
4 '.Q.-‘—] Brandmg BRTC cli 12/08/2015 12:35 File fold
b -] Call_customization b owe _Clhent 2/08/2015 12:35 e folder
{8 This PC

p -1 Invitation_template
p - ivr_customization
b | webRTC_cllient

]
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Branding and Customization

-Create /callBrandingProfile , /ivrBrandingProfile, /webBridges
-Specify the resourcelLocations under each object.

place the GUID under system level profiles.

Branding should work.

Check output.

]
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Expressway proxy for
WebRTC
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Single Edge Solution

« Single Expressway Edge for Cisco Meeting Server deployments
» WebRTC Clients (CMS Web Proxy)

Enables external users to join CMS spaces using browser. (chrome only)

- External users would only need Join URL and passcode (if configured) to connect to CMS space.

Expressuay £
Xpressway- /_‘\l
__£M__“ Exgress V.C m u Intermh\

_________ [ ]

- MRA Client
. - &
=

WebRTC Client

gy

SfB/Lync Edge

External DNS

s
MS Client

]
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Jabber -
CMA WebRTC Client



Single Edge Solution

- Cisco Flagship product Expressways can act as entry point for Webrtc clients to join meetings server spaces.

Expressways “Reverse Proxy” feature helps in traversing “Https” traffic securely through corporate firewall and enables

webrtc clients to join cms spaces.
CMS utilizes “Turn” feature on Expressway to latch media from outside and vice versa.

CMS web proxy can coexist with MRA, B2B, Registrar, IMP federation but not with Jabber-Guest or MS Interop.

Solution Components defined below:

Join.s.com is webrtc url hosted on Internal and external network.

Dual NIC Deployment

o, Intemal DNS T, ﬁ ﬁ ‘u { l Extemal DNS
eSS, (Y DI - DR SEEED oo o e e
E e 3 X% Join.s.com
el K Intemet )

CMS Expressway-C Expressway-E

]
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From legacy CMS Edge to Expressway Web-

Proxy

M CMS EDGE SERVER Expressway-E .

L ]
L
L
L ]
L
L]
L)
LJ

Expressway

e e s e e e

M

CMS CORE SERVER

Expressway-C

,ﬁ [

Cisco in .
XMPP HTTPS /WEBRTC ~ Media: TURN




Single Edge Solution

High level configuration overview on CMS

- We assume that basic CMS configuration like Webbridge, Call bridge, Xmpp etc have been done already.

- Make sure webrtc works internally.

- Webadmin port on cms should be changed to 445 (or any other port)

- Configure guest url and domain on cms web bridge settings.

Web bridge settings

Guest account dient URI

Guest account JID domain

https://join.S. com

5. com

Custom background image URI
Custom login logo URT

Guest access via ID and passcode
Guest access via hyperlinks

User sign in

Joining scheduled Lync conferences by ID

legacy: passcode entry after call ID resolution v

allowed v
allowed A
not allowed ¥

- To enable external access for join url make sure external access is enabled

on cms.

il
CIsCco

External access

Web Bridge URI

https://join.5.com

IVR telephone number




Single Edge Solution

High level configuration overview on CMS

- Make sure xmpp component is configured on cms and active.

System status

Uptime 16 days, 22 hours, 28 minutes
Build version 2.2.7
XMPP connection  connected to 10.106.80.29 (secure) for 16 days, 22 hours, 28 minutes

- Make sure Call id is configured on CMS space. (passcode not mandate)

joey's space joey.mest 754853669
priapur’s space priapur.meet 624700180
userl's space userl.meet 182879137

il
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not set



Single Edge Solution

High level configuration overview on CMS

- Turn server configuration need to be done via API not web interface.

nmim
cisco

Status ¥ Configuration ¥ Logs W User: admin ¥

General configuration

TURN Server settings

TURN Server adress (CMS)
TURN Server address (CMA)
Usemame
Password
Confirm password

DO NOT configure TURN parameters from Webh GUI
- Below is important Turn configuration which need to be done via API.

Value

TURN Server's FQDN/IP Address
(Expressway-E Private IP Address, i e address of LAN1)

TURN Server's FQDN/IP Address
(Expressway-E Public IP Address, i.e. NAT address of LAN2)

Parameter

serverAddress

clientAddress

username TURN Authentication realm
password TURN Authentication password
type expressway
tcpPortNumberQverride 3478

IMPORTANT: Configure TCP/TURN port to “3478”

]
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Single Edge Solution

High level configuration overview on CMS

- On CMS API client, Do a POST on /turnServers with below parameters in Body.

TURN Server's FQDN/IP Address
(Expressway-E Private IP Address, i.e. address of LAN1)

TURN Server's FQDN/IP Address
(Expressway-E Public IP Address, i.e. NAT address of LAN2)

serverAddress

clientAddress

username TURN Authentication realm
password TURN Authenticafion password
type expressway
fcoPortNumberQverride 3478

IMPORTANT: Configure TCP/TURN port to “3478"

- Example configuration results should look like below. (Note My ExpresswayE is single nic, thus client/server ip are same)

version-"1.8"2>
id=-"998e5+32-2ebe-AcBA-baaa-208dccBb5d53+">
»>10.106.80_17<f >
»>10.186.80_17<f >
»B<f

»turngf
rexpressway</ >
»3478</

il
CIsCco



Single Edge Solution

High level configuration overview on Expressway C

-| Configuration I

- Configure Unified Traversal Zone on Expressway C. Name « [Uozonez17 i
Type Unified Communic ations traversal
Hop count * i

<| Connection credentials I

Usemname = |admin | i
|

o oy —

- Sign expressway C certificate and make sure client/server attributes are present.

X5@9v3 exténsions:
X589v3 Key Usage: critical
Digital Signature, Key Encipherment

Bk A T 8 A1 =i = wiT= 1 2p =
TLS Web Server Authentication, TLS Web Client Authentication
X5@9v3 Subject Alternative Name:

OIS V(580 5. com, DNG:V(58Master.5.com, DNS:federation.com, DNG:acanosVRsingle.s.com
X5@9v3 Subject Key Identifier:
79:B3:8F:47:D7:C1:5E:DE:C3:D8:C5:63:1D:63:E2:BL:F1: AA:CF:4D
X509v3 Authority Key Identifier:
keyid:28:19:A2:11:1B:92:61:1C:3F:2B:46:34:73:88:78:D1:82:8C:DC:97

]
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Single Edge Solution

High level configuration overview on Expressway C

Enable MRA on Expressway C

Configuration l

Unified Communications mode Mabile and ramote access v | y

Add CMS on Expressway C.

Cisco Meeting Server

Meeting Server configuration |

Meeting Server Web Proxy iy

Guest account client URI

* |jnin s.com

‘Save| Refresn

‘Guest account client URI resolved to the following targets
Name

Address
Jjoin.s.com 10.106.80.29

]
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Single Edge Solution

High level configuration overview on Expressway C

- Change administration port on Expressway C. You can change the port from CLI to any other port.(gui only
support 445 or 443)

min
CISCO Cisco Expressway-E

Status  System  Configuration  Applications  Users  Maintenance el o Logow
System administration o are here: Syxiam* Administration
[We server congerason ?— :
Fedinect HTTF recuests b HTTRS i
HTTP Strict Transpont Securty (H5TS) L
Web admnistrator port |4-l-5 w| L
Chent cerbificate-based securty | Mot recired w| (i

]
CIsco



Single Edge Solution

High level configuration overview on Expressway E

- Change administration port on Expressway E. you can change the port from CLI to any other port.(gui only support 445 or 443)

NN
CISCO  Cisco Expressway-E

Status  System  C i li Users i T Halp o Logows
- System administration “Vou are here: Syslem Administration

| Web server configuration

Redirect HTTP requests to HTTPS u
HTTP Strict Transpart Securty (HSTS) Y
I Web sdministrator port “s ] 0 I
Chent certificate-based securty Not required ~]

- Install certificate on Expressway E. (Imp Expressway E certificate should have external webRTC join Url as SAN name)

TLS Web Ser‘uer‘.ﬂuthgnticatiun, TLS Web Client Authentication
¥589v3 Subject Alternative MName:

DNS:VCSBMaster.s.com, DNS:Edgeinternal.federation.com, DNS:Edgesxternal.federation.com, DNS:FE.federation.com, DNS:federation.com, DNS:acanoSVRsingle.S.com, DMNS:s.com, DNS:acanolab.com,|DNS:join.s.com
¥509v3 Subject Key Identifier:

3E:67:70:10:72:0E:89:34:27:60:C9:08:70: AD:69:09: (9:BF:E2: 28

If Join URL is not present in san, a certificate warning will always appear on browser while accessing webrtc link

A Mot secure | Bies:/foinwbaluster.s.com

]
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Single Edge Solution

High level configuration overview on Expressway E
- Create Unified traversal zone on Expressway E

-I Configuration

!
- Name = [uczonEzae )
Type Unified Communications traversal
op count - )
-I Connection credentials I
Usermame * |admin iy
Password

Add/Edit local authentication database

. CISCO  Gisco Expressway-E
Enabled Mobile and Remote Access mode

Status System Configuration Applications Users Maintenance

Unified Communications

_I Configuration |

I
Unified Communications mode

?)Help 0« Logout

You are here. Configuration * Unified Communications * Configuration

Wobile and remote access | [

4 Single Sign-On

Single: Sign-On support off

]
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Single Edge Solution

High level configuration overview on Expressway E

Configure and enable Turn server.

Note** : Turn relay licenses should be installed on expressway E. TURN
[soner |

TURN services Oonvy | 1

TURN requests part i
Delegated credential checking of v | 1
Authentication realm [wm |
Media port range start i
Media port range end i

- On External DNS server, resolve join.s.com to resolve to Expressway E public ip-address

point to Exp-E

Guest Account URL Join.s.com 10.106.80 17

]
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Single Edge Solution

High level Call flow:

L ] 7 1 L
Internal DNS ; . { - _{ | External DNS O
E--s-------—-—-.---------.-.-..'4'4'.—____ —— ﬂ ''''' f ------------------------- K-\ _______________________________ =
§ Intemet ) DR i
CMS Expressway-C Expressway-E t 2 WebRTC Client

- User open browser and type guest access client URL. Browser connects to Expressway E on port 443
- Traverses inside via Expressway C to CMS and f etches all web browser headers.

‘ A Not secure | btps:/fjoin74.wbcluster.s.com

| GET hitp:/ ves_control.uc ciscotp com:2443/L UNNUyY HTTR/1.1

| GET http:/fvcs_control.uc ciscotp com:2443/LUNNUyO/bundle. min.js HTTR/1.1

| GET http:/ fves_control.uc ciscatp com:2443/LUNN Uy zraphics/loga_cma_a.svg HTTR/11

| GET http:/fvcs_control.uc ciscotp com: 8443/ LUNNUyOycss/app.css HTTR1.1

| GET http://ves_control.uc.ciscotp com:8443/LUNNUyO css/common.css HTTR/L.1

| GET http:/ fvcs_control.uc ciscotp com: 8443/ LUNN Uy css/animations.czs HTTR1.1

| GET hitp:/ vcs_control.uc ciscotp.com:2443/LUNNUy 3 extension.js HTTR/1.1

| GET hitp:/ vcs_control.uc ciscotp.com: 2443/l UNNUy3/css/typographycss HTTR/L. 1

| GET http:/ fvcs_control.uc ciscotp com: 8443/ LUNN Uy css/ palettes.css HTTF/1.1 Meeting
- | GET hitp:/ vcs_control.uc ciscotp com: 2443/ UNNUyycss/defaults. css HTTR/1.1

| GET hitp:/ ves_control.uc ciscotp com: 2443/ UNNUyycss/utilities. ss HTTRf1.1

| GET http:/fves_control.uc cizcotp com: 2443/ UNNUyOyczs/headings.css HTTR/1.1 Jeinieal

| GET http:/ves_control.uc ciscotp com: 2443/ LUNN Uy css/ |ayers.css HTTR 1.1

| GET http:/fves_control.uc ciscotp com: 2443/ UNNUyO/css/effects.ces HTTR1.1 - Signin

| GET http:/vcs_control.uc ciscotp com: 8443/ LUNN Uy css/ contexts czs HTTR1.1

| GET http:/fvcs_control.uc ciscotp.com:8443/LUNNUy 3 css/modules css HTTRL. 1

| GET hitp:/ vcs_control.uc ciscotp com: 2443/ UNNUyycss/cofpps css HTTR/L.1

| GET hitp:/ vcs_control.uc ciscotp com: 2443/ UNNUyQycss/zuest css HTTR/1.1

M

]
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Single Edge Solution

High level Call flow:

N

g
A
s

o

_ . 3 _ —= Intemet
IS Expres C Expressway-

Once “join” tab appears . Please enter “call Id” (passcode if configured on cms) next.
Enter a friendly name

Join the call.

Enter Call Il

il
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Single Edge Solution

High level Call flow:
-Webrtc client resolves the external join URL and gets the expressway E ip address.
-Browser connects on Expressway E on 443.

Expressway E presents its certificate.

Configuration
External DNS

10.106.80.17
WebRTC Client

https://join.s.com

]
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Single Edge Solution

High level Call flow:

IMP*x

Expressway C should be able to resolve "

Join URL into CMS webbridge ip address

Internally.

CMS

]
CIsco

WebRTC Client

; ; https:/fjoin.s.com
........................ R RO

Expr-E forwards the HTTPS messages to Expr-C

Expr-C has to forward the HTTPS messages to
the Web Bridge on CMS



Single Edge Solution

High level Call flow:

Media flow:

Webrtc uses Ice “TURN” component to latch media to Expressway E.

Since Expressway E provides TURN services , Turn component on Expressway Binds itself to CMS and Webrtc clients, and latches
media for both sessions.

Expr-C 10.48.54.229 192.168.1.229
10.48.54.227 Expr-E n WebRTC Client
E!E ............................ | R— :E;E)
: g
-‘- Luntt -
E .............. HTTPS
CMs Media
10.48.54.230

]
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Single Edge Solution

Using browser inbuilt tools, we can troubleshoot webrtc calls.
chrome://webrtc-internals/ is one such tool.

hms:ﬁrjoin.s.com.fmain.ml?h=2?30b2f0dd344f833595|&guast=1, {[ceServers [umtum@10.108.80.17.3478, turn tun@10.106.80.17. 3478 ranspont=tepl] iceTransportPalicy. all, bundlePolicy:
balanced, tcpMudFopcy require, iceCandidatePocl=ize: 0}, {advanced, [[anﬁblalp'uﬁ: {exact truel}, fenableDisSp: {exact rusji]}|

v Turn over TCP
Turn over udp

Session guid

]
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Single Edge Solution

High level Call flow:

Continue......

Using browser inbuilt tools, we can trouble shoot webrtc calls.
chrome://webrtc-internals/

Digging further we see relay candidates offered.

10/01/2018, 17:59:55

10/01/2018, 17:59:55

10/01/2018, 17:59:55

10017208, 17:59:55

10/01/2018, 17:59:55

]
CIsco

setlocalDescripionOnSuccess
¥ icecandidate (relay)

sdpMid: sudic, sdpMLineIndsx:

¥ icecandidate (relay)

FdpRid: sudio, sdpMlinelnda:

¥ icecandidate (relay)

sdpHid: wvideo, sdpMlinelndex:

¥ icecandidate (relay)

sdpMid: video, sdpMLineIndex:

Q.

candi date:

candldate:

candidate:

candi date:

candidate: 30795372080 1 udp 16785151 10,106 80.17 24002 typ

candidace:4LT7I08105Z 1 udp IFEEIEIZ 10, 106.E0.17 Z4005 oyp

candidate: I07HHI7ZA0 1 udp LETESLEL 10.106.80.17 24004 typ

candidace: 4179091952 1

e 3ZIESZEZZ 10,106 80.17 24008 Typ




Single Edge Solution

Mew incognito window

Histary »
High level Call flow:
Eiookmarks 3
Continue...... Zoom - %+
Print...
Cast...
. . . Find
Using browser inbuilt tools, we can troubleshoot webrtc calls. More tocks b savepsgeas.
You can navigate to et ot | coy | e hdd o desktop
. lear browsing data..
Chrome> more tools > developer tools> Console view Settings Et v
. Hel 3
Logs captured on console shows us turn servers presented to client. ’ Task menzger

Exit
Developer taals Chrl+Shift+1

script_booter.js?h=2730b2f0dd844f8e359e:5 12:44:27 : webrtc configuration updated - using turn server "10.106.80.17"
script_booter.js?h=2730b2f0dd844f8e359e:5 12:44:27 : Configure Peer Connection

il
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CMS Recorder

vl
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Cms Recorder

Recorder solution on CMS provides capability to enterprises to record meetings.
-Components needed for Recorder :

-Call bridge

-NFS file server.

-Xmpp component on call bridge server

-CMS server should be on or above 1.9

-Recorder is a licensed feature. Licenses is needed to enable it.

]
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Cms Recorder

Recorder can be deployed in 2 ways.

- Recorder can co-locate along with call bridge on same box. (Such deployment is not recommended for productions)
Recorder component can exist on a separate server which should be reachable by call bridge.
You can have a redundant setup for recorders and call bridges.

- Recorder and NFS server should be on same physical network. This ensures low latency/loss

- A typical recording for 1 hr on 720p30 resolution , creates a file of 300-800 mb

- When recording ends, recorder coverts the file in MP4 format and places it on NFS directory path.
Recorder secretly acts as a xmpp client.

Make sure xmpp is configured and xmpp SRVs are in place on call bridge.

]
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Deployment models

Deployment shown in imagel should be used for testing purposes only

Deployment shown in image2 includes single call bridge and recorder.

Imagel

Server - London

Call Bridge

Recorder

]
CIsco

MP4 format

s

Network File Server -
London

Server A - New York

Image?2

Call Bridge

Server - Hong Kong

\

Recorder

MP4 format

Network File Server —
Hong Kong



Deployment models

Below 2 are redundant deployments

Recordings will be load balanced between all recorders.

(If you have a call bridge cluster ) Then every call bridge will use every recorder.

You need to license all your boxes with Recorder license.

Image3
g Server A
Call Bridge
and
XMPP server
Server B Server C Server D

Recorder

MP4 format MP4 format

=
Network File Server A Network File Server B Network File Server C

]
CIsco

Server A

Image4

Server B

Server C

Call Bridge
and
XMPP server

Call Bridge
and
XMPP server

Recorder

Server D

Call Bridge
and
XMPP server

Network File Server



Configuration

- Use MMP command to configure Recorder on CMS server.
Example:

acanoSVRsingle> recorder ?

Configure recorder

Usage:
recorder
recorder restart
recorder enable
recorder disable
recorder listen <interface[:port] whitelist>
recorder certs <key-file> <crt-file> [<crt-bundle>]
recorder certs none
recorder trust <crt-bundle>
recorder trust none
recorder nfs <hostname/IP>:<directory>

]
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Configuration

Basic MMP command configuration flow

-Configure recorder to listen on a network interface recorder listen <interface[:port] whitelist>

-Configure certificate for recorder recorder certs <key-file> <crt-file> [<crt-bundle>]

-Configure the path for NFS directory recorder nfs <hostname/IP>:<directory>

-Configure the Https URL via API, which call bridge will use to contact Recording server.

-APIl tag /recorders/GUID , do a Post with value url = https://127.0.0.1:8443 ; where 127.0.0.1 should be replaced
with recorder’s ip address.

) ) ) POST v https://10.106.80.29:445/api/v1/recorders/5abe9422-ff0e-41bb-82fb-9c058af4b...
Working configuration below
. [ ] P Body ®
acanoSVRsingle> recorder
Enabled : true ® form-data @ x-www-form-urlencoded ® raw @ binary
Interface whitelist  :10:8443 Key Vale
Key file : callbridgel.key
Certificate file : CBl.cer o MpSAZTO0 IS
CA Bundle file : UCTPROOTCA. cer
Trust bundle : CBl.cer
NFS domain name :10.106.124.200
NFS directory : [Acanomeetingrecordings
aCanOSVRS|ng|e> ? version-"1.8"2>
< id-"5abe9422 -ffBe-41bb-82fb-9c@58afdbbaa™>

< - >httpsijji27leleliEaaz<;, >
] 5
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https://127.0.0.1:8443/

Configuration

How to start recording from clients?

There are 2 ways you can record Automatic and Manual

Automatic - recording occurs without any user intervention, if recording cannot start, the meeting still occurs.
Manual - Users can manually start and stop the recording using DTMF.

How to configure above?

Create a /callProfiles and define the recording mode.

Create a /dtmfProfiles and define start /stop number to be dialed out from sip client.
Place the /callProfiles and /dtmfProfiles into /system/profiles

]
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Configuration

Create a /callProfiles and define the recording mode.

Do a Post for /callProfiles with value recordingMode = Manual

POST w https://10.106.80.29:445/api/v1/callProfiles/c8411ed6-1dd9-4b6b-a459-
4e91fe22a39%

[ ] 2 Body ®

® form-data @ x-www-formurlencoded ® raw @ binary

Key Value

recordingMode manual

version="1.8"2>
id-"c8411ed6-1dd9-4bbb-ad59-4e91fe2?a3%e™>
>manual</ >

]
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Configuration

Create a /dtmfProfiles and define start /stop number to be dialed out
from sip client.

POST Vv htps://10.106.80.29:445/apiv1 /dtmfProfiles/7dbebde-d920-4973-8¢31-
0e729800<6f

Headers

Key
Do a Post for /dtmfProfiles with value startRecording = 1**

StOpRECOfding = 2** startRecording

stopRecording

]
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Configuration

*** IMP Note.
DTMF tones are used by SIP devices and webRTC to start and stop recording.

Only CMA clients gets a record button on them to start/stop recording.

Red dot symbolizes that recording has started. Announcement is made.

0 Meeting - Saiacano.space

¢ J Sharesoreen Leave

]
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Configuration

Add /callProfiles and /dtmfProfiles to /system/profiles
Do a POST API with parameter = callProfile and DtmfProfile 1Ds generated.

POST v https://10.106.80.29:445/api/v1/system/profiles
Authorization @ Body ®
® form-data @ xwww-form-urlencoded @ raw @ binary

Key Value

callProfile c8411ed6-1dd9-4b6b-a459-4e91fe22a39%

dtmfPrafile 7dbcbde0-d920-4973-8c31-c0e72980actH

sion-"1.8"2>
>
»>377a877d-4bd8-47b4-91ca-1776ed5ad6b9</
>cB8411ed6-1dd9-4bbb-a459-4e91fe22a30e</
>7dbcbde®-d920-4973-8c31-cBe72980ac6f</
dlaln >3ec/71642-d7d8-4aad-a381-29b25Ff43a0d6</
cisco »9¢30afb5-bb2d-4d7d-a778-4e1bab576d9f</




Configuration

How to use the recorder.

Once configuration is finished, Launch CMA client and make a call into space. Press Recorder button and Recording
starts with an Announcement.

From Sip endpoints, you will have to use a touch panel Or remote control to dial

1** to start recording
2** to Stop recording

Once recording is stopped. Call bridge converts the file into MP4
format and saves on NFS server.

9':_! || = spaces - 9047720b-04ch-41d1-67a7-OcT43eecata3 = 153 | Search 58477250-Dtcbr41

Organize »  Inchdeinbbrary *  Sharewith »  New Folder

F Favarbes Name = Drate mockfied Type:

B Desiton I..mlmllﬁlmlhﬂﬁwwm LISZ016 4:10AM WP File I
I Downloads

- Recert Plages
4 Libraries

=| Documents

]
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CMS —TMS Integration
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CMS — TMS Integration

-Cisco Meeting Server like any other MCU can be integrated with TMS.
- This integration helps us in scheduling meetings using TMS on CMS, using CMS resources.
- TMS 15.3 above and CMS 2.0 above is needed.
- You need to add CMS on TMS as shown below IPAddressOfCms:445
445 is webadmin port

Add by Address | Add from Unified CMor TMS | Add Unmanaged Endpoint = Add Unmanaged Bridge Pre-register Systems

Specify Systems by IP Addresses or DNS Names

Enter the IP address, DNS name or IP range of the systems to be added. Each entry must be separated by a comma. The following example will add two systems, and scan ter

systems in a range: user.example.org, 10.0.0.1, 10.1.1.0 - 10.1.1.10
For Cisco Meeting Server, you can also add IP address and port number separated by a colori For example, 10.0.0.1:445 |For IPV6 systems, it is mandatory to have the IPV6

address within [ ] and pert number separated by a colon. For example, [2001:10:10:10:10:10: 10 ToT==2 T
[10.106.80.34:445 | |

Location Settings

ISDN Zone: | ricky v IP Zone: [ ricky v

Time Zone: | (uTC-08.00) Baja Caliomia v
Advanced Settings

It is mandatory to enter valid Usemame and Password for all Cisco Meeling Servers

Usemame: | admin |

Password: | ....... o |

SNMP Community Names: | public, Public |

Persistent Template: | No Template v

Usage Type: | IMeeting Room v ‘

]
CIsco



CMS — TMS Integration

-Once CMS is added, we can see status of CMS.

Navigator
Folder View A S Ii‘tde c
). i@l Company Name R p p
E‘ tﬁ Discovered Systems Cisco Meeting Server Status: Idie lAddress 10.106.80.34:445 Connectivity- Reachable on LAN I
; E| (& CMS-Cluster Summary | Seftings | Clustering | Connection | Pemmissions = Logs
- 7 EUE Tickels
- (@ Eps

=) G Vikram cms

i #7% acanoSVRsingle

¥ System has no open or acknowledged tickets

* Add custom ticket * Open in Ticketing Service * Edit setfings

- All subsequent CMS cluster nodes gets added automatically under clustering tab.

splitdepc

Cisco Meeting Server

Status: Idie Address: 10.106.80.34:445

Connectivity: Reachable on LAN

Summary

Settings I Clustering I Connection
| —— |

Permissions | Logs

System Name
SpIndepc
10.106.80.47:445

10.106.60.45:445

]
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CMS — TMS Integration

-Once CMS is added on TMS, you can define Domain, Numeric ID Base and Numeric ID Quantity.
-TMS Scheduled meetings gets created on CMS.

splitdepc

CistoMeeting Server  Stafus:Idle  Address: 10.106.80.34:445  Connectivity: Reachable on LAN Meeti ngs Gets created on CMS

Summary | Seftings || Clustering | Connection | Permissions | Logs

Space configuration

ViewSetfings  Edit Setings | Extended Settings |  Ticket Fifters Al | Sumi]
| |
Exlenmd Semrgs [ 77T 777 7777
O | sese 8838 8838
- O | o099 9000 2000
Domain: |S‘C0|TI 0 | saiacano's space saiacano.cs 036707688
: . L TMS_Scheduled_Meeting_1 1 1
Numeric ID Base: i 0 | s screcuies mestra 2 |2 2
. o L TMS_Scheduled_Meeting_3 3 3
Numen{" |D Ouanm}f- |6 [ TMS_Scheduled_Meeting_4 4 4
[ TMS_Scheduled_Meeting_5 5 5
Save 0 | TMs_Scheduled_Meetra s | 6 5

]
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Questions ?7?777
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